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1. Aims

This policy aims to set out the school’s approach to the operation, management and usage of surveillance and
closed-circuit television (CCTV) systems on school property.

The purpose of the CCTV system is to:

e Make members of the school community feel safe

e Protect members of the school community from harm to themselves or to their property

e Deter criminality in the school

e Protect school assets and buildings

e Assist police to deter and detect crime

e Determine the cause of accidents

e Assist in the effective resolution of any disputes which may arise in the course of disciplinary and grievance
proceedings

e Assist in the defense of any litigation proceedings.

The CCTV system will not be used to:

Encroach on an individual's right to privacy

Monitor people in spaces where they have a heightened expectation of privacy (including toilets and
changing rooms)

Follow particular individuals, unless there is an ongoing emergency incident occurring

Pursue any other purposes than the ones stated above

The list of uses of CCTV is not exhaustive and other purposes may be or become relevant.
Footage or any information gleaned through the CCTV system will never be used for commercial purposes.

In the unlikely event that the police request that CCTV footage, be released to the media, the request will only be
complied with when written authority has been provided by the police, and only to assist in the investigation of a
specific crime.

2. Relevant definitions

Surveillance: the act of watching a person or a place
CCTV: closed circuit television; video cameras used for surveillance.

Covert surveillance: operation of cameras in a place where people have not been made aware they are under

surveillance.

3. Covert surveillance

Covert surveillance will only be used in extreme circumstances, such as where there is suspicion of a criminal
offence. If the situation arises where covert surveillance is needed (such as following police advice for the prevention
or detection of crime or where there is a risk to public safety), a data protection impact assessment will be
completed to comply with data protection law.

Additionally, the proper authorisation forms from the Home Office will be completed and retained where necessary.
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4. Location of CCTV cameras

Cameras are located in places that require monitoring in order to achieve the aims of the CCTV system (stated in
section).

The location of cameras includes:

The full boundary of the school site onto Ham Lane; the pedestrian access gates; vehicle entrance to the school
and the school’s carpark; School reception areas, all internal corridors and stairwells, the internal exclusion and

engagement rooms, the canteen, outside play areas, the school garden, the Muga’ and the 3G Pitch.

All images are relayed to monitors in the IT / Data Manager’s office.
The school office monitors the school entrance cameras only so they may safely control pupil exit and entry.

Appropriate CCTV signage is located around the site to advise pupils, staff and visitors that CCTV is in operation. The
signage:

Identifies the school as the operator of the CCTV system - the school as the data controller
Cameras are not and will not be aimed off school grounds into public spaces or people’s private property.

Cameras are positioned to maximise coverage, but there is no guarantee that all incidents will be captured on
camera.

5. Roles and responsibilities

The Governing Body

The Governing Body will take reasonable steps to comply with the laws and regulations governing the use of CCTV in
school.

The Headteacher

The Headteacher will:

Take responsibility for all day-to-day leadership and management of the CCTV system

Liaise with the Data Protection Officer (DPO) to ensure that the use of the CCTV system is in accordance
with the stated aims and that its use is needed and justified

Ensure that the guidance set out in this policy is followed by all staff

Work with the DPO to review the CCTV policy to check that the school is compliant with legislation
Ensure all persons with authorisation to access the CCTV system and footage have received training in
the use of the system and in data protection

Sign off on any expansion or upgrading to the CCTV system, after having taken advice from the DPO and
taken into account the result of a data protection impact assessment

Decide, in consultation with the DPO, whether to comply with disclosure of footage requests from third
parties.



The Data Protection Officer

Lauren Jones, Deputy Headteacher is the school’s nominated Data Protection Officer (DPO) and will:

Authorise access to the CCTV system and footage in line with data protection
Deal with subject access requests in line with the Freedom of Information Act (2000)
Seek advice from the local authority on co on compliance with UK data protection law

Advise on and, if necessary, procure assistance for the school with carrying out data protection impact
assessments

Act as a point of contact for communications from the Information Commissioner's Office

Ensure that the school website contains details of how footage of subjects will be used by the school,
what their rights are, and how the school will endeavor to protect their personal information

Work with the appropriate technical staff to determine whether footage is being stored accurately and
being deleted after the retention period.

Receive and consider requests for third-party access to CCTV footage

The Data Manager

The data manager will work with the IT Technician to:

Take care of the day-to-day maintenance and operation of the CCTV system
Oversee the security of the CCTV system and footage

Check the system for faults and security flaws

Ensure the data and time stamps are accurate

Capture and secure requested footage, as directed by the DPO

6. Operation of the CCTV system

The CCTV system will be operational 24 hours a day, 365 days a year
The system will_not record audio

Recordings will have date and time stamps. This will be checked by the data manager and IT Technician
termly and when the clocks change.

7. Storage of CCTV footage

Footage will be retained for 30 days. At the end of the retention period, the files will be overwritten automatically.

On occasion footage may be retained for longer than 30 days, for example where a law enforcement body is
investigating a crime, to give them the opportunity to view the images as part of an active investigation.

Recordings will be downloaded and encrypted, so that the data will be secure, and its integrity maintained, so that it
can be used as evidence if required.

The DPO will carry out checks to determine whether footage is being stored accurately and being deleted after the
retention period.



8. Access to CCTV footage

Access will only be given to authorised persons, for the purpose of pursuing the aims stated in section 1, or if there is
a lawful reason to access the footage.

Any individuals that access the footage must record their name, the date and time, and the reason for access in the
access log which is managed by the data manager and IT technician.

Any visual display monitors will be positioned so only authorised personnel will be able to see the footage.
Staff access
The following members of staff have authorisation to access the CCTV footage:

Headteacher

Headteacher’s PA

Data Protection Officer (DPO)
Data Manager

IT Technician
Assistant Headteacher Wellbeing, Ethos and Inclusion

Directors of School (Lower, Upper, Sixth Form)

In the event of an incident where footage needs to be viewed quickly, those staff named above may give express
permission to Heads of Year to view footage- this needs to be confirmed prior to the member of staff viewing the
footage and recorded in the access log.

CCTV footage will only be accessed from authorised visual display monitors.
All members of staff who have access will undergo training to ensure proper handling of the system and footage.

Any member of staff who misuses the surveillance system may be committing a criminal offence and will face
disciplinary action.



